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1. General terms and conditions for 
electronic services 
The purpose of these terms is to define the general terms 
and conditions under which the agreed electronic services 
(online services) are to be implemented and managed. 

2. Parties
The use of the online services is always agreed on between 
the service provider of the online services (VR-Group Plc, 
hereinafter referred to as the “Service Provider”) and the 
registered legal person, company or other entity (hereinafter 
referred to as the “Customer”).

3. Relationship with other 
agreements 
The use of the online service must be related to another 
agreement with the Customer.

4. Use of the online services

4.1. Maintenance of the online services
The Service Provider has the right to make changes to the 
selection, operation and content of the online services.

The Service Provider has the right to restrict the use of 
online services for maintenance and corrective measures. 
The Service Provider does not guarantee the uninterrupted 
availability of the online services and shall not be responsible 
for any damage caused by interruptions.

The Service Provider has the right to suspend or terminate 
the provision of the online services immediately if the 
Customer or a representative authorised by the Customer or 
the Customer’s or the authorised representative’s hardware, 
software, systems or data traffic connections or the public 
data network cause a disturbance or endanger the security of 
the online service.

4.2. Access rights and obligations
The Customer shall receive access to the online services in 
accordance with these general terms and conditions.

The Customer has the right to use the online service only for 
the purpose for which the right of use has been defined.

The Customer undertakes to use the online service in 
accordance with the laws valid at each time, good practices 
and instructions given by the Service Provider at any given 
time, and only for the purpose specified by the Service 
Provider.  The Customer is responsible for ensuring that the 
information entered by the Customer in the service is correct. 

If the Customer or the authorised representative uses the 
online service in violation of the agreement or the given 
instructions, the Service Provider has the right to suspend 
the Customer’s or the authorised representative’s use of the 
online service.

The Customer is responsible for their actions and the actions 
of the authorised representative in the online service even 
after the service has expired.

4.3. Users
The Customer may have more than one user for the online 
service.

The Customer shall designate the user(s) and immediately 
notify the Service Provider of any changes in the users. 

The Customer is responsible for keeping the access rights 
of the online service users up to date and for ensuring that 
the users use the online services in accordance with these 
general terms and conditions. Unnecessary access rights 
shall be removed without undue delay.

With the Customer’s authorisation, access rights may also be 
granted to a consignee of cargo, a loader, a port operator or 
a similar third party, for whom access to the online services 
is justified and necessary for the performance of a service 
covered by an agreement with the Customer. The consignee 
marked on the waybill by the Customer may be given 
access to the online service without separate authorisation 
for placing shunting work orders for railway logistics.  The 
Customer is responsible for the use of the online service by 
the party that has received the access rights and for ensuring 
that the party that has received the access rights undertakes 
to comply with these general terms and conditions. 

4.4. Registration
Use of the online services requires registration.

Input of user data is considered as registration.



4.5. Authentication data 
The user is authenticated by the username and password. 
Each user of the online service must have a personal 
username and password.

The username and password are the responsibility of the 
Customer and the user. The Customer is responsible for the 
appropriate use of the username and password.

In the Logistics360 service, the username is the user’s 
personal email address, which is provided by the Customer. 

The Customer’s administrator can also add users to the 
Logistics360 service.

4.6. Hardware
The Customer is responsible for ensuring that they or their 
authorised representative have the hardware, software 
and data traffic connections required for the use of the 
online service and is responsible for their functionality and 
security as well as their operating and maintenance costs. 
The Service Provider does not guarantee that the online 
service can be accessed by any piece of hardware, software, 
settings, system or connection acquired by the Customer or 
their authorised representative. The Service Provider has the 
right to make changes to the technical requirements of the 
online services.

4.7. Limitations of liability
The Service Provider is not responsible for the Customer’s 
or their authorised representative’s use of the service or for 
indirect or consequential damages caused by possible errors 
or disruptions in the service, such as lost income.

The Service Provider shall not be liable for any damages 
potentially caused to the Customer or a third party by security 
risks or data security-related deficiencies (including possible 
data breaches). 

The Service Provider is also not responsible for damages 
caused by force majeure. Force majeure events are beyond 
the control of the Service Provider, the consequences of 
which could not have been avoided without unreasonable 
expense or effort. Force majeure includes, but is not limited 
to, natural disaster, pandemic, action by an authority, war 
or threat thereof, rebellion, riot, disruption of automated 
data processing, data transmission, other electronic 
communications or access to electricity independent of the 
Service Provider, and industrial action.

4.8. Non-disclosure
Unless otherwise agreed in writing by the parties, the 
information contained in the online service is confidential 
and is covered by the obligation of professional secrecy. The 
Service Provider may also disclose information contained 
in the online services or entered by the Customer or their 
authorised representative to other companies belonging to 
the same Group as the Service Provider, if it is necessary 
to manage the Customer’s customer relationship or is 
otherwise justified.

5. Data protection
The Service Provider has the right to store the information 
and events concerning the Customer’s or their authorised 
representative’s use of the online service and other trans-
actions in its information systems. The use of the online 
service is verified from the Service Provider’s information 
system.

The Service Provider has the right to collect and store  
data on the use of identification data, transactions in online 
services and contracts concluded, and to process this 
data to the extent permitted by law or on the basis of the 
Customer’s consent. 

VR Transpoint processes personal data in accord-
ance with the applicable data protection notice. 
The data protection notice is available at 
https://www.vrtranspoint.fi/en/vr-transpoint/data-protection/. 

6. Governing law and dispute 
resolution
The online services and their use are governed by Finnish law.

Disputes arising from the online service and its use are 
resolved primarily through negotiations. If the parties are 
unable to settle the issue in negotiations, any disputes arising 
from the online services and their use shall be finally settled 
by arbitration in accordance with the Arbitration Rules of the 
Finland Chamber of Commerce. The seat of arbitration shall 
be Helsinki, Finland, and the language used in the arbitration 
shall be Finnish.
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